Easy e
Steps

Unit 2797 (v7)

Demonstrate knowledge of the
principles of computer networks

M Easy to follow
M Step-by-step instructions
M Covers Unit Standard Criteria

A Cheryl Price Publication




Unit Standard 2797 (version 7)

Demonstrate knowledge of the principles of computer networks

This book covers the course outline for the following New Zealand Qualifications Authority Unit
Standard:

Unit Standard 2797 - GENERIC COMPUTING (Level 3, Credit 4)
Demonstrate knowledge of the principles of computer networks (Version 7).

All topics in this Unit Standard are included in this book.

© Cherylprice.co.nz Limited, July 2014

Cheryl Price
T.Dip.WP, T.Dip.T.

CODE: CP2797V7-0714

Disclaimer

All rights reserved. No part of this publication may be reproduced or transmitted in any form or by any means,
electronic or mechanical, including photocopying, scanning, recording, or any information storage and retrieval
system, without permission in writing from Cherylprice.co.nz Limited. No patent liability is assumed with respect
to the use of the information contained herein. While every precaution has been taken in the preparation of this
book, the publisher and authors assume no responsibility for errors or omissions. Neither is any liability
assumed for damages resulting from the use of the information contained herein.

Cherylprice.co.nz Limited

PO Box 187 Phone: (09) 422 7230
Matakana Mobile: 021 715566
Auckland 0948 Fax: (09) 422 7236
Web address:

www.cherylprice.co.nz

Published in New Zealand



Table of Contents

Section One - Data Communication Concepts

INEFOAUCTION 1.ttt h ettt b e e et e bt et e s bt et e sbe et e sbe et e saee bt eanens 1
What is a network? Why do we need netWorks?........cc.oevviriieiiieniecieeieee e 1
Elements of Data COMMUNICALIONS .....c..eeuteruiriertieientieteeieeie ettt ettt st st sbe et siee b eaeesbeenees 1
DIAtA ...ttt sttt e b e sttt et e aeenaee 2
L7071 0] 11153 oSSR 2
1S3 114 L OO P RUPRRPRUPRRO 2
RECEIVET ...ttt et et a e et e e st e e bt e s st e sab e e bt e naeesnteenseennee 2
Data transfer rate/bandwWidth .............cooouiriiiiiiniiii e 3
TTanSMISSION MEAIA ...eeveiriiieiieiiieeieetee ettt et ettt e st e st e e bt e aeesa b e e beesbeesateenbeesntesnseenneas 4
TWISTEA PAIT.eeceviieiieeeiee ettt ee ettt e e e e e et e e e et eeeseaeesebeeesbeesasseessseeessseesssseesssesessseesssseenes 4
C0aXIAL CADIC.....c.eieiiiiiiee e bttt saneen 5
FIDIE OPLIC CADIC....ccuuiiiieeiieiieee et E 88 e et e e e e s teeenbeeseesnaeenseenseas 5
WVATCLESS ...ttt ettt ettt ettt e e et e e st e e e e beessaeesseeseees danane e ssaesseenseenseeesseenseenseessseenseas 6
TelecomMmUNICAIONS PrOVIACT ......ccuiiuieiiriieieeiieie ettt Eb e b e ettt ettt ettt e b eaeesaeenees 7
TYPES OF NEEWOTKS ...ttt e b s bbbt ettt ettt et et e sbeeanens 8
NEtWOTK HICTATCRY ....c.veiiiiieiieieee e ettt ettt sttt e e e 8
Peer-t0-Peer NEEWOTK ......oeuiiiiiiiieeee e ettt ettt st s eareeneas 8
ClIent/SeIVET NEEWOTKS . ... .eetiiiiiieiieitie ettt e sbee et s ete et e st e sete e beenbeesateenneesseesnneens 8
Thin-Client COMPULING.......eeruiiiiieiieie et e s ettt esete e bt e st e seteesbeesbeesnteeneessaesnneens 9
NEIWOTK COVEIAZE ...enveeniieeiieeiieie ettt ettt e e s EE e st e e eteente et esnte e bt esseessteenseesneesnseenseenseennes 9
Local-Area NetWork (LAN)...ccuviiiee et ettt e e e tv e e s re e e s eveeetneesaneeas 9
Wide-area NetWOrk (WAN) ......ooiiiieieiiee ittt sttt sttt et b et st e e s 9
LAN/WAN COMPATISON ...ntteuieiienieeiienteeeeesitsueesteestesteeseesteestesseessesueensesaeensesseesesssensesseessessens 10
The Networking MOE] .......cccuiiuiiiiieee ettt ettt st 12
CRAPLET REVIEW ...ttt ettt ettt h et s h et s a et eat e bt e st e bt enbesbeentesbeentesaeenee 13
Section Two - Local-Area Networks
INEEOAUCTION ...ttt oot e eti e ettt et e et eebeesteestbeesbeesseessbeenseeseessseenseensaessseenseenseeenns 15
Network Hardware and Basic Terminology ...........ccccevirieriirieniieiieniieieeieeie e 15
Network Interface Card (INIC) ..ottt 15
HUD e ettt ettt et h et e h et eh et e h e e b et et it e bt et e aeenten 16
SWIECH 1.ttt h bbbt bbbt b bbbt b bbbt b et eb et eae 16
BIIA@E ..ottt ettt h et e et e bt e st e e bt e beeenbeebeenneeenteens 17
Case Study — FOrel INAUSTITIES. ... ..c.ueeruierieeieeiieiie ettt ettt et et sete s e ene 18
0] 111 SRR 19
NEtWOTK TOPOLOZY 1. eetaeieeeiieetieee ettt ettt sttt s ete et e st e sateenseesseesnteeseenaeesnseens 20
23T SRR 20
N 72 S SO PTUPRORTPPPIO 21
BUS ettt sttt et bbbt e bttt et enatesateea 21
ComMDBINEd tOPOIOZIES ....vveevieiiieiieciiieie ettt ettt et e e st e et e e beesaeessseesbeesseessbeeseesaessseenseesaseenns 22
f1 0] 0701 (o} e USRS 23
NEtWOTK TECRNOLOZIES ....evveeeiieiieeiie ettt ettt sttt et esate e e e saesnseeseesnaesnseens 23
AATCINIEE .ttt et ettt et e h e s bttt e b e ettt e be e st e et e e neesaneen 23
0] S5 11 SRS 24
EHREITIOT ...ttt ettt b ettt ettt et sttt 25
Other NEEWOTK LYPES ..veeneieeiieeiieie ettt st ettt e e e et essteeseessaeenseenseenneeenes 26
NEIWOTK PrOtOCOIS ... ittt ettt ettt et e sba e st e beesaae st eas 26
TPX/SPX et h e bbbttt 27
INEEBEUL ..ttt sttt e b e st e bt e s bt e sa bt et e s bt e sat e e bt e natesabeebeas 27
TCP/IP .ttt b et b e sb e eb ettt 28
TP VO ettt 28



Other PrOtOCOIS. ....ouviiiiiieiieee ettt b ettt st s 29
Network Operating System and NetWork CHENt.........cc.oevieriieiiieiiesieeeeee e 30
NEtWork OPErating SYSIEIMNS ....c.uveeuvieuierireeieeriieste et esttesieeeteeteestaeeseesseessseeseesseessseeseesseesnseenses 30
INOVEILL ettt et b et b et s bt et ebt e bt e bt e bt et e bt et beentes 30
LLTIUX 1.ttt et b e h e bttt e h et e h bt e a e e bt e a b e she et e eh e e b eheebe et 30
MICTOSOTt WINAOWS. ...ttt ettt et e st eneas 31
INEEWOTK CHEINE ...t ettt st et e bt e st e b e saeesareenneas 31
How is information carried on @ NEtWOTK.........cccueviiiiriiiiiiiiieiereeeeee e 31
The Data@ram? ........cc.eevieiiieiieiieee ettt ettt sttt e bt e sat e et e e bt e sateenbeebeeseteenbeenaeenaee 31
2101 1S) 011 OSSPSR 31
TCP/IP OVET @HHETIIEL ......eueetieiieiieieeieete ettt ettt b et sb et sbe et st et eaeenaeentens 32
TCP/IP AQAICSSING...ccuvveeeieeiieiieeie ettt ettt e et et e st e et e e taessaeesseessaeesseenseessaessseenseenssessseenseenses 33
TP AAIESS ..ttt et b e et b et e h et sa et ehe e b eatens 33
Private NEtWOTK TANZE ....c.veeiieiiiieieeieeeiee ettt fond S eetaeenteeseesnaeenseeseas 33
PUDIIC NEIWOTK TANZE ....ovvieiieiiecieceee ettt et e a s eabE e Sh e et e eseesnaeenseeseas 34
Automatically assigned addreSSeS. ......eevuiriirriiiriiiieeiie e bbb 34
SUDNEE MASK ...ttt s bt e e S sa e et e s e e nteebeesneesnneenneas 34
GatEWAY AAAIESS.....eeutieiieeiieeteeie ettt et e st e sateensedabeseneeBhe e beesnteenbeebeeseeeenteenaeennes 35
BUilding @ NEtWOTK ......eeiiiiiiieiieee e85 e st e ettt et eente e b e saeeenteeneenees 37
How to install @ home NEtWOTK .........cc.ooiiiiiiiiiiiieeeeee it 39
ChOOSING tECHNOLOZY .....cuvieiiiiieiieitieieeee e ottt ettt st be e 39
NEtWOTK harAWAT®.......ccvvieiieiiiciieeiece ettt i et e e et e et estaeenbe e baeesbeenseessnesnseens 39
Configuring the NEEWOTK ..........couiiiiiiiiiiie e ettt 40
ViIeWINg the NETWOTK .....ccviiiiiiiiiiiieiee ettt et 43
ChAaPLEr REVIEW ...ttt d e b et h et s at et eat e bt et e bt e st e sbeenbesbeeneesaeenee 47
Case Study — Mata Real ESTate........cc.ooviiiiiiiieiiecht sttt et 48
217 T 10 4 SRR 49

Section Three - Wide Area Networks

INETOAUCTION ..ttt e e e et e ete e e eateeeeaseeeteeeeabeeeeeseeeesseeeseeeesesensseeesreeens 52
Types of Wide Area NEWOTK .....c..oouiiiioien ittt sttt 52
The public telephONe SYStEIM ........oviiiiiure ittt sttt et e e 52

P TN et S eh e SR a e etk et e et e et e e e te et e e ta et e e ta e neenaeeaeenteereenteeseenseenaenteennens 52
ISDIN ettt et ettt et e et e st e e b e e e e e st e e ae et e est e be e st e b e enseeaeenbeereenteestenseenaenteennens 52
FDDI ...ttt et e easa e et e st e et e e st e s s e e s e esa et e ese et e esa e aeenseeaeenseeseenteeseenseenaenseennans 53
PIIVAte WAINS ..ot it e ettt e e e ettt e e e et ae e e e ettt e e e e etbeeeeeabaeeeeeabbeaeeeasseeeeeaarees 53
THE INEEINIET .....eeeeiieeeiieeci ettt et e et e e et e e e teeeateeesssaeessseeessaeesnsaesnseesnsseesnsaeensasansseens 54
Virtual Private NEtWOTKS. . oiiuevieiiieiieciie ettt s aeesae e s ae e e e saaeenneens 55
Network Hardware and Basic Terminology ...........cccueevuieriiiriieiiieiiecie et 56
0] 17 o PP RUSR 56

27 0 T4 L ST 57
IMOAEIM ...ttt ettt ettt e et e e e ate e e s ebe e e tbeeeabeeesebeeestseeesbaeeseseeessasensseesasesenssaeennseeans 58
1T o) (o) (S SRR 59
Wide Area NetWork INterfaces........ooivuiiiiiiieiiccee ettt e ete e st e e ebeeeereeens 60
X2 ettt ettt bt et be e st e b e eaa e ae e st e eht e st e st enteestenbeestebeeseeteesa e neentenseensans 60
3 10 L (S 2 2RSSR 60
ATV et h bt et h e a b e h e a b e bt en b e eh e et e eh e e been e e beent e beentenaeenten 61
DS ettt h et h et heen e bt et e eh e et e eht et e en e e beeat e beentenaeennen 61
Comparison Of tECRNOIOZIES.........eiiiiiiiiieeieecee ettt e e estae e sreeesnseeennsee e 62
Wide Area NetWOTK PrOtOCOIS ...ccc.viiiiiiieiiiecieeeeeee ettt et e sve e e er e e eere e e sbeeesnnee e 63
TCP/IP .ottt ettt ettt e s ae e s e sa e e s e et e esse e st e seesseabeesaeereenseeseenseeseenseeneenneensan 63

N 5 0 USROS PPSR 64

o0 o TSRS PSRUURPPSTRO 64
HDLC ...ttt ettt be e st e s b e e s e s seenseesaenseesaenseessenseenseeseenseesaenseessaneensans 64



OthET PIOTOCOIS ... .iiieiiiieciee ettt ettt e et e et e e st eetteeeataeessbeeessseesssaeessseeesssaeassseesnsaeeassaeensseens 64

ROULINE ..ottt ettt e st e et e et e st e e st e eseesseeenseenseesseeenseenseessneenseeseennns 65
INEEWOTK SEIVICES ...eutieiiiiieiiesitet ettt ettt et et sb e bt b et e bt e e sbe e bt sbe et ebeenbeeanens 68
Web BrowSING (HTTP) ....ciiiieiieeieeeee ettt sttt st ebe e s e ssaeeseesnaeenseens 68
Email (SMTP, POP3, IMAP 4 and LDAP)......coiiiieeeeeeeee e 68
NEWS (ININTP).eceeeeeeee ettt ettt ettt e et e et e e saeeabeesseessaeenseensaessseenseensaesnseenseas 69
Instant MesSaging (IM) ....cc.ueouiiiiiiieeieee ettt ettt e b e st e esbeesaneens 69
Network Management (SNIMP) .....cc.oiiiiiiiiieeeee et e 69
V0ice (H.323 aNd SIP)) ..ueiiioiiiieeeeeee ettt et ve e e tb e e saeb e e sereeesareeennneeennneas 69
MUltIMEdia COMEENL .....eouviriiiiiiiieiiriteeet ettt ettt sttt be e sbe e b ennens 70
Data Compression and ENCTYPION ......cccuiiriiiiiiiieiieeie ettt 70
Data COMPIESSION ....eevvieiieeiiieiiesiie et erteestte et eteestteeteeseessseesseesseessseenseeseessseenseesssessseenseenseesnseans 70
Data compression and STOTAZE.......cveervierieerieeriierieesteestteeteeteesteeseeeeseesseessaesseesseessseenseenseensns 71
Compressed file fOrMALS ........ocviiiieiieciccie et be et eeseeeeas 71
Data cOMPresSion PrOtOCOLS ....ccuvievietierieeieeitee e et estee e ete et e fsd e e e e etaeeaseenseeseaeenseeseeenns 72
23167 0 015 0] 4 e USRS URRUSRPRP 73
TIIPIE DES .ottt ettt e et e e st e e e s e e s e S iaa e e taeeentaeesabeeesraeeaneeas 73
PGP bttt bbb 73
I ) s S Y SO 74
(O] F:1 o115 g A 1) 2SSOSR 76
REVISION ...ttt s ettt b et s bt et sb et sbe et sbee b saee e 78
Case Study: Farm FertiliSErs ........uevuiriiriiiiiniieieitieiesees ittt ettt st 78
Section Four - Other Network Types
INEEOAUCTION .. ettt sttt ettt et sbe e 81
Wireless LAN teChNOIOZIES. ....c..eoiuiiiiiiiieiiecie ettt ettt et 81
WiFi (also know as 802.11 wireless NetWOrking) ....cc...coeevverierienieniinieienierieseeeseee e 81
BIUCLOOTN ...t 5 b a2 E0 e et e bt e et e ente e taeesbeenseebaessbeenbeensaessaeenseeseeenseens 83
INfrared NEEWOTKING . .....cvevuiiiiiieieeie ettt ettt sttt ettt e b entens 84
Wireless WAN TEChNOIOZY ...oovieiiiiiiieiiee ittt 86
Proprietary radio WANS. ..ot ettt et sttt et et be st e e esee b eneens 86
Satellite tEChNOLOZY .. .eouveeiieiieeie et de ottt st sae e e be e b e snteenbeenaeeenes 87
Mobile technologies — GPRS and CDMA ..........coooiiiiiiiiieeee et 88
Comparison of wireless WAN teChnolOgies ..........cccueeiuieiiiiiiiiiiiecieceee e 90
IP Telephony (VOIP) ....ooeeeeie et ettt ettt sttt e st e e st e s neeenseenneeenes 91
5 5K 12 TSR 92
STP e ettt h e h e bbbt a e a e bbbt h bt ae bbbttt eae s 92
ELLOA e ittt 93
Power Line COMMUNICAIONS ......c.eerureriieiieniieeieeite sttt ete e sttt et e sete et e bt e satesbe e beesaaesateenseesane 93
Video Conferencing and Web MECHINGS ........c.cccieiiiiiieiiieiie ettt 94
D51 208 TSTS] 233V USRS 95
(O F:1 0115 g A 1) SRR 96
REVISION ...ttt ettt ettt b et s bt et sb e et s bt et sbeebesaeenee 97
L€ 3 (0T 3 SRR 99



NZQA Outcomes and Evidence Requirements

Unit Standard 2797 (Version 7)

Title Demonstrate knowledge of the principles of computer
networks

Level 3 Credits 4

Purpose People credited with this unit standard are able to demonstrate

knowledge of: data communications; the features of LANs; and
the features of WANS.

Classification Computing > Generic Computing

Available grade | Achieved

Explanatory notes

1 Definitions
A LAN (local area network) refers to a network of computers and associated
devices within a small geographical area (such as an office or building).
A WAN (wide area network) is a geographically dispersed telecommunications
network and the term distinguishes a broader telecommunication structure from a
LAN.
LANs and WANSs can be wireless-based, wired, optical or a combination.

2 Legislation relevant to this unit standard includes but is not limited to the:
Copyright Act 1994;
Copyright (New Technologies) Amendment Act 2008;
Health and Safety in Employment Act 1992;
and any subsequent amendments.

3 An assessment resource to support computing unit standards (levels 1 to 4) can be
found on the NZQA website at www.nzqa.govt.nz/asm.



Outcomes and evidence requirements
Outcome 1

Demonstrate knowledge of data communications.
Evidence requirements

1.1 The major elements in data communications are identified and described in
terms of their role.

Range computer, sender, receiver, transmission media,
telecommunications provider.

1.2 The differences between WANs and LANs are identified and described in
terms of their features.
Range four differences.

1.3 The uses of LANs and WANSs are described in terms of communications,

sharing of data, programs, and peripherals.
Outcome 2
Demonstrate knowledge of the features of LANSs.
Evidence requirements

2.1 Three main types of LAN media are identified and described in terms of their
common uses.

2.2 The main LANs topologies of ring, star and bus, or hybrid are identified in
terms of their connection, data flow, advantages and disadvantages.

2.3 A range of LAN protocols are compared in terms their media access and
transmission methods.

Range a minimum of three protocols are compared.
Outcome 3
Demonstrate knowledge of the features of WANSs.
Evidence requirements

3.1 The uses and hardware requirements of telecommunications WANSs are
identified and compared in terms of their advantages.

Range any four of — voice, data, packet switch, Integrated Services
Digital Network (ISDN), frame relay, Asynchronous Transfer
Mode (ATM).
3.2 The principles of WANSs are identified and described in terms of data

compression and encryption.



Planned review date

31 December 2016

Status information and last date for assessment for superseded versions

Process Version | Date Last Date for Assessment
Registration 1 30 September 1994 31 December 2013

Review 2 24 September 1997 31 December 2013
Revision 3 28 July 1998 31 December 2013

Review 4 30 July 2002 31 December 2013
Revision 5 16 July 2004 31 December 2013

Review 6 22 May 2009 31 December 2015
Roloverand 7 19 September 2013 N/A

Consent and Moderation Requirements (CMR) reference 0226

This CMR can be accessed at http://www.nzga.govt.nz/framework/search/index.do.

Vi




Section
1 Data Communications Concepts

Learning Outcomes

At the end of this section you should be able to -

a Identify roles of the major elements in data communication

a Identify differences between WANs and LANs






Introduction

Computers have come to dominate many aspects of the world we live in. Practically every modern
workplace involves the use of computers in some way or form. Even the home has computers
embedded in many devices, such as home entertainment centres and modern motor vehicles.

While computers are extremely powerful and useful on their own, it is really when we join them
together and let them ,talk™ to each other that we start to harness their full power. We call this data
communication, and we describe computers that are linked as being networked. There are many
different ways that this can be done, and this work module will explain the concepts and
technologies involved.

What is a network? Why do we need networks?

A computer network is a way of connecting two or more computers.and other devices so that they
can communicate with each other. The important part of the definition is that a network allows
them to communicate with each other. The way they are connected can take many forms — cables,
telephone lines, radio signals, infra-red and even microwaves.

Why would we want to network computers together?

Computers connected together can:

e send and receive files, letters, emails, photos, spreadsheets, etc.

e  connect to a printer.

e use a common Internet connection.

e  share input from other devices such as DVD players, webcams or scanners.
e  play multiple player games.

e access data from a single database.

You don“t need a network to share this data, of course. You could just copy everything onto
floppy disks or burn some CDs and pass them between computers. This is very cheap (and is
sometimes jokingly referred to as a “Sneakernet” network) but extremely slow and may have
other implications such as copyright issues.

A better way is to link your computers together more permanently. It would be useful if we could
just plug a wire into.our computer and be connected to all the other computers we want but it is not
quite as easy as that. Later we shall see how the Internet has made our task almost as easy.

Elements of Data Communications

In this section you will learn about the language of networking and will look at descriptions of
some of the components that will be covered in later chapters. The glossary at the end of this book
provides an alphabetical explanation of networking terms.

© Cherylprice.co.nz Limited SECTION 1 1



Data

Computers are usually linked together in order to share data. (Note that the word “data” is plural.
A single bit of information is a “datum”). Data are simply pieces of information — text, numbers,
pictures and sound are forms of data. You may want to keep copies or make more copies of data,
send it to friends, or change it somehow. Frequently you will want to have a printed copy. You
may need to look up something that is stored in a shared database. All of these actions require that
two or more computer devices share data between them.

Computer

A computer is a device that processes the data. We generally think of the computer as an actual
computer (ie with screen, keyboard and mouse) but in networking terms, it is a computer device.
A computer device could be a computer, a printer, a smart controller that controls machines, or
even a communications device such as a cellphone.

Sender

In any communication between computer devices, one device always acts as the sender. This
device is the one that initially has the data, and wishes to send or transmit it to another device.

Receiver

The device that accepts the data is called the receiver. It receives the data and usually processes it
in some way. In the case of a printer, for example, the receiver would print out the data onto

paper.

Sender Receiver

Of course most computer devices act both as sender and receiver at various times. For example, a
printer normally acts as a receiver. However, if it runs out of paper it will often send a message
back to the computer, informing it of this problem. At that point the printer is the sender and the
computer the receiver.

Data R \
~ Error Message %
DN

Sender/Receiver Sender/Receiver

2 SECTION1 © Cherylprice.co.nz Limited



It is very rare these days to have devices that are purely senders or receivers. In the early days of
computers some devices did just one or the other. Early printers were not able to communicate
back to the computer, and if the paper jammed you only found out when you went to collect your
print-out. Keyboards and computer mice are modern devices that act purely as senders — they only
ever send information to a computer.

When two computer devices are connected together a decision must be made regarding which
device should be sending, which should be receiving and which one“s “turn” it is. If both machines
decide to send at the same time there is a conflict and all the sent data is lost. A network must have

some way of communicating all data from senders to receivers correctly and quickly.

Data transfer rate/bandwidth

A very important consideration when discussing any sort of network is the speed with which the
sender can transmit information to the receiver. This is the data transfer rate, and is often called
the bandwidth. Various technologies are able to achieve different data transfer rates. The exact
speed will be discussed in later sections as each technology is covered, but the basic concepts need
to be defined.

Firstly, in the digital world of computers an electrical wire can only have one of two states — a
voltage is present, or it is not. This corresponds to a 0 or a 1, and is the basis of the Binary system
on which all computers are built. This also forms the most basic unit of information that can be
transmitted over a wire, namely a bit.

The bits get joined together and the speed at which they can be sent over a cable is the data
transmission speed, or bandwidth. This is measured in thousands of bits per second (Kilobits
per second or Kbps), millions of bits per second (Megabits per second or Mbps) and even billions
of bits per second (Gigabits per second of Gbps).

There are other common measurement units used in computers, that are sometimes
confused with bandwidth units. Two of these are:

Byte A byte is 8 bits, and is used to measure the size of data. Data storage such as hard
disk capacities are measured in bytes, and units such as megabytes (MB) and
gigabytes (GB) are used. Bytes and bandwidth are inter-related in time — for example,
an 8 Mbps network can transmit 1 MB of data in one second.

Remember — the factor of 8 converts bits (as in bandwidth) to bytes (as in data size).

MHz The Megahertz is the clock frequency of a computer’s processor and is often used as
a gauge of its speed.. The next unit up is Gigahertz (Ghz). One thousand Megahertz
equals one Gigahertz. Typical speeds are 2.4 Ghz or 3.2 Ghz. The more megahertz or
gigahertz, the faster your computer processes data. Note that clock speed is not
related at all to data transmission speeds or data storage.

Exercise 1

1 A network is a way of connecting computers together. What else is often connected to
a network?

© Cherylprice.co.nz Limited SECTION1 3



2 Which of the following is not a form of data? Numbers, keyboards, photos, letters,
megahertz, sounds, databases.

3 What"s the difference between Mb and MB in computing terms?

Transmission media

Computer devices need a way to move data between the sender and receiver. There must be some
link between the devices, and the usual way of achieving this is by some form of cable, or a
wireless (radio or infrared light) link.

Cabling comes in many varieties. In the simplest form is it just a short cable that runs directly
between the devices, such as when a printer is plugged into the computer. In that case the link
between the devices is a dedicated link; ie, it is only used by those two devices to communicate,
and is not shared by any other devices. This kind of dedicated cable is not usually regarded as a
network. More often, there is a shared link that is used by many devices. In this case a range of
network cabling types could be used.

Twisted pair

Twisted pair cabling is perhaps the most commonly used because it is very cheap. It has plain
copper wires wrapped in insulation and twisted together in pairs. Bundles of pairs are then
wrapped in a further plastic coating to form the cable. The insulation may be simply rubber or
plastic (Unshielded Twisted Pair) or it may be made of foil to shield the wires from outside
interference (Shielded Twisted Pair).

Shielded twisted pair cable

4 SECTION1 © Cherylprice.co.nz Limited



Almost all telephone wiring is twisted pair because it is very cheap and because voice transmission
does not need to be very high quality. One disadvantage of twisted pair cabling is that it cannot
carry data very far before resistance (a sort of electrical “friction”) is too great. The maximum
distance is about five to six kilometres for voice, but only two to three kilometres for digital data
before some sort of signal boost is needed. That makes it suitable for small or close networks but
not for widely spaced networks.

Another disadvantage is that unshielded cable picks up interference very easily. On a telephone, it
may just be annoying crackling or static, but digital data is completely ruined by interference.
Even shielded twisted pair cable can pick up static, although less easily. Finally twisted pair
cabling cannot carry very large volumes of data at any time. This is not a problem for voice or
simple email but is hopeless for running large programmes or video.

Coaxial cable

To overcome the problems of distance and volume a different arrangement of cabling is used.
Instead of a pair of wires twisted together, a single copper wire is covered in insulating material
then wrapped in a woven metal sheath. This is then covered in a tough plastic outer coating. Each
wire is shielded from outside and from each other. In this arrangement the copper wire is inside
the metal sheath which acts as the other “wire”. In effect the two wires share a common axis,
hence the name coaxial.

Coaxial or “coax” cable can carry much greater volumes of data than twisted pair. For example,
cable television with over 100 channels is possible. Coax can also transmit data over greater
distances than twisted pair. It is, however, more expensive to buy and more difficult to install than
twisted pair.

lgEable
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Mesh Shielding

&
Conductor

Insulation

Coaxial cabling

Fibre optic cable

Fibre optic cable is made of very thin strands of glass or plastic. Instead of electrical pulses along a
wire, pulses of light are shone down the fibre optic cable.

The advantages of fibre optics are huge.

e The volume of data capacity (bandwidth) is much larger; over 600 times more than coax
cable and 32,000 times more than twisted pair.

e  There is far less attenuation (loss of signal over distance) so data can be sent much further
and faster than other cabling.

e Fibre optic is able to be used over extremely long distances. Most undersea cables are now
fibre-optic, and distances of many thousands of kilometres are easily achieved.

e  Optical fibres are physically much lighter and smaller than wiring and do not suffer from
interference like metal wiring.
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But the disadvantages are also greater.

e  The fibre has to be made of very high quality pure glass or plastic without imperfections. This
makes it very costly to manufacture.

e  While it is very light and thin it is also much more fragile so that cabling has to have supports
and stiffening built in.

e [t is difficult to bend fibre optic cabling because it breaks easily and because light does not
easily shine around corners.

e  Fibre connections have to be extremely precise and special equipment has to be used, making
installation costly and time consuming.

Fibre optic cabling

Wireless

There are occasions where the use of cable is impractical, impossible or prohibitively expensive.
Data can be transmitted over a network using wireless connections. There are a variety of wireless
methods that are used. These will be discussed in more detail later in this work module. In
general wireless connections are used for local-area connections (ie connections directly between
computer devices) or for connecting computers or entire networks to the Internet.

Infrared light is used over very short distances where the sender and the receiver are in line-of-
sight. This makes it popular for:

e using a mouse and keyboard without cables;

e using handheld scanning devices such as light pens or bar code readers;
e  connecting a laptop or palm pilot to a workstation.

Disadvantages are:

e the very short distances involved;

e the possibility of physical obstacles blocking the light;

e infrared signals can only be sent from one device to one other, not to many at once.

Ordinary broadcast radio can be used as a carrier signal for data transmission. It has the advantages
of:

e  Being able to communicate from within the home, or from country to country.

e  Working well where the terrain makes cabling difficult, such as dense jungle or mountainous
regions.

e Being relatively simple to set up and immediately ready to use.
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It has some disadvantages, though.
e Itisarelatively slow data transmitter.
e It can be easily disrupted by other broadcast signals on the same frequency.

e It is insecure, ie the data can be received by anyone with a receiver tuned to the right
frequency.

Point-to-point wireless networking Wide-area wireless networking

Refer to Chapter 4 for more details on wireless networking.

Telecommunications provider
(Also sometimes called the service provider)

Whenever a network has to extend beyond the immediate vicinity of the office, a company or
individual has to make use of some form of public or shared transmission media. After all, if you
wish to put a link between your office in Auckland and one in Christchurch, it would be
astronomically expensive to run your own set of cabling for the entire distance!

The solution is to pay for access to a shared network, installed and maintained by a third party.
This is usually a large telecommunications company, such as Telecom, but in the case of wireless
networks may be smaller providers who have licensed a specific part of the radio spectrum for
their use.

Exercise 2

1  What are the advantages of using twisted pair cabling?

2 What are the disadvantages?
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3 For each of the following situations, suggest the most practical type of transmission
media.

a A small office network in three adjacent rooms.

4  More data can be sent further and faster with fibre optic than any other transmission
media. Why are other types still used?

Types of Networks

Each network has its own special requirements and special problems to solve and are therefore set
up in a wide variety of ways to address these issues. One way of looking at a network is in terms
of'its ordering or hierarchy.

Network Hierarchy

Peer-to-peer network

At the simplest level a network may be set up so that every device is the equal or “peer” of all the
other devices. In a peer-to-peer network each device is connected to all the others by cabling.
This is a very simple, cheap and easy-to-install type of network best suited to small home networks
and situations where information sharing is useful but not critical.

The main disadvantages are that:

e  sharing files slows down the network immediately;

e printers and other shared devices have to be manually switched (see page 16);

e ifa computer is turned off, its files and applications are no longer available for use on the rest

of the network.

Client/Server networks

In this type of network one computer is designated as a server and is normally left switched on at
all times. Shared devices such as printers and modems are controlled by the server without manual
switches and are always available. Commonly shared or time-critical files can be stored on the
server, again, so that they are always available.
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Thin-client computing

This is a special type of client/server network. The server is a powerful computer with hard drives
and backup facilities. The other computing devices are extremely basic (and cheap). The server
stores all the application programs, which are available to the clients on demand. The advantages
are low cost, ease, accuracy and speed of updates and low maintenance. If the server fails,
however, the entire network is forced to close for repairs.

Another way to describe networks is in terms of their physical layout. This will be covered in
Chapter 2.

Network Coverage

A very common way to describe networks is by their coverage or spread. The following are the
most often-used types of coverage.

Local-Area Network (LAN)

A LAN is a Local Area Network. This type of network connects a number of computers, printers,
modems and other devices in a room or building, or even several buildings close together. Usually,
devices can be separated up to several hundred metres. LANs are relatively cheap to set up,
convenient to use and easy to manage.

LANSs typically support very high data transfer rates. Since the cabling is short, high speed
technology can be used. A typical office LAN would be 10 or 100 Mbps (Millions of bits per
second, pronounced Megabits per second). Newer technology such as fibre optic supports 1 Gbps
(Gigabits, or billions of bits per second).

LAN technology is cheap to use within a small area. Cabling costs only a few dollars per metre,
and the network hardware required (network cards and associated devices) is also in the tens-to-
hundreds of dollars range. The other important feature is that there is usually no cost to use a LAN
— once it is set up it does not matter how much data is moved over it.

LAN technology is, however, very limited in the distance that can be covered. Due to the high
speeds, performance drops off very rapidly as distance increases. The 100BaseT Ethernet standard
stipulates that a maximum cable length of 100 metres is allowed, meaning that all devices have to
be within a 200 metre diameter. The use of fibre optic cabling can increase this to 400 metres, but
the network is still essentially restricted to one or two building that are close together.

Computer devices access the LAN by simply plugging into a suitable network point. There is no
special device required, other than a Network Interface Card (NIC — defined later), and users are
not authenticated by the network itself. Access to devices and resources on the network may be
controlled by the devices, but access control is not a function of the network.

Wide-area network (WAN)

A WAN is a Wide Area Network that connects a number of devices spread over a wider area
such as a city or perhaps cities close together. No single organisation owns the whole network,
instead a number of organisations may share the facilities provided by a common provider, usually
a telecommunications provider.

WANS usually have lower data transfer rates than a LAN. Typical WAN data speeds would be
2 Mbps for a business WAN, or as low as 56 Kbps for a dial up network access.

WAN technology is expensive to set up. Specialised hardware is required, ranging from routers
and bridges for fixed-line LANs, through to wireless access points for wireless networks. Another
important aspect is that most service providers have a usage charge for all data that moves through
the WAN. They measure the total amount of data that is transferred and bill the customer
accordingly.
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LAN/WAN Comparison

LAN

WAN

Covers a relatively small area.

Covers a wide area.

Is usually owned completely by one
organisation.

Is shared by various organisations.

Usually has a principal server and
communicates with the outside world through
this server.

There are many servers. Communication is
through routers.

Normally has wiring or cabling shared by all
devices in the LAN.

The transmission media is owned by a
telecommunications provider and shared by all
users on the WAN.

Often shares some resources eg printers,
scanners, tape backup.

Shared resources are not usually shared by all
devices.

Often stores frequently-used application
programs on the “main” computer (or server).

Users can then download a copy onto their
computers to work from.

Due to the lower transmission speeds,
applications are usually stored on the local
machine, not on the WAN. However, data
storage may be on the WAN, to enable many
users to share the same central data.

Has an administrator who decides what can be
shared and how to protect the LAN from
viruses or misuse.

Different parts of the network require different
administration.

May have two or three computers connected or
may have hundreds connected. It is more usual
to have less than one hundred.

Can have many devices attached to the network.

High data transfer rate.

Medium to low data transfer rate.

Cheap for short distances; gets progressively
more expensive over longer distances.

Expensive to set up, but very little price
differential for very long distances.

No costs for data transferred.

A charge is usually levied for actual data
transferred.

Devices must be set up over a small area.

Unlimited distances can exist between devices.

No access control.

Computer cannot link to the network until it has
been validated.
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»  Choose the best answer for each question.

1  Data rate transfers on a WAN are usually:
O A: expensive for high priority items but cheaper for low priority.
O B: very limited in the distance covered.
O C: transmitted at medium to low rates.
O D: limited to a single organisation.

2 Administration usually consists of:
O A: asingle administrator in a single organisation for a LAN.
O B: many administrators over all the many organisations in a LAN.
O C: asingle administrator over all the many organisations in a WAN.
O D: many administrators in both a LAN and a WAN.

3 Shared resources such as printers and modems:
O A: areusually made available to all usersin a WAN.
O B: cannot be linked ina WAN.
O C: should not be made available to all users ina LAN under any circumstances.
O D: none of the above.

4 A thin client:
O A: isusually extremely fit as well.

O B: has a powerful server containing the application software and is networked to
many basic devices.

O C: isa small wireless computer linked to a WAN by a router.
O D: islimited by the type of cabling used.
5  For abusiness, cabling:
A: isa limiting factor in LANs but not a great problem with a WAN.
B: problems have been solved by modern technology such as fibre optic cabling.
C: is expensive for small networks but gets cheaper the bigger the network.

O OO0OO0

D: can be used to protect both network types from virus attacks.

»  Your office manager has proposed a web-based data storage system. All the company records
could be converted to web pages so that branch offices could download their information
from the Internet. It is relatively simple, easily accessible, cheap to run and extremely
dangerous. In no more than three or four paragraphs explain why the company should NOT
follow his advice and suggest simple alternative solutions.
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The Networking Model

Much has been theorised and written over the past 40 years about how best to build networks.
Over time a theoretical model has evolved, and this has been approved by the International
Standards Organisation (ISO). The ISO networking model (also called the OSI model, which
stands for Open Systems Interconnect) is a theoretical model which is useful to understand.

Layer

Defines:

1

Physical

The cable or physical medium itself, eg coax, twisted pair, fibre,
wireless.

Data Link

The format of data on the network. A network data frame, also
known as a data packet, includes information about the source and
destination of the data, plus some error checking information.

Network

Network protocol. The most widely used is the Internet Protocol. IP
addresses are written as four dot-separated decimal numbers between
0 and 255, e.g., 129.79.16.40

There are other network protocols in common use, such as IPX and
Netbeui.

Transport

Transport layer. This subdivides the data into packets that suit the
network buffer. The most widely used on the Internet are
Transmission Control Protocol (TCP) and User Datagram Protocol
(UDP).

5

Session

The format of the data sent over the connections.

6

Presentation

Converts local data into network data.

7

Application

Provides the actual application, eg Email, World Wide Web, etc.

It is NOT necessary to memorise this model, and it is included only for background information.
Often the model is simplified into just four layers, with layers 1 and 2 combined into a link layer,
and layers 5, 6 and 7 combined into an application layer.

The important thing to remember about the networking model is that the physical cables, including
their electrical characteristics and mechanical connections, are totally separate from the protocols
and other logical components of the network. The following table shows this in a simplified form.

Component | Definition Examples

Physical Transport Media. Coax, twisted pair, fibre optic, wireless.
Data Network type. Ethernet, Arcnet, Token Ring.
Network Protocol or ,Janguage®™used. TCP/IP, IPX/SPX.

Application The real reason for using the network. | Email, file sharing, WWW, printing.
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